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The General Data Protection Regulation is set to shake up modern data protection laws. With large-scale 

data breaches making news headlines on a weekly basis throughout 2017, data regulation authorities 

across Europe will be hoping this can help resolve the challenges of data protection. However, with so many 

questions around how to comply it is still unclear how far this regulation spreads. 

Technologists are now looking for answers, wanting to know how the GDPR will affect backup and non-

primary data sets and what needs to be done to be compliant. This white paper will explore and understand 

aspects of the regulation to help answer questions and give clarity over what data is covered by the GDPR 

and what organisations need to do to be compliant.
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The General Data Protection Regulation (GDPR), is one of the most widely talked about topics of 2017, and 

for good reason. The clock is ticking to the impending deadline for compliance on May 25th, 2018. From 

this date, organisations within the European Union will all have a legal responsibility to comply with the 

regulation, as enforced by Data Regulatory Authorities in their state. 

Even with Brexit looming, there will be no escape for British organisations as the British government 

prepares the updated Data Protection Bill, which will transpose the GDPR into British law. For organisations 

not covered under either of these brackets, there may still be cause for concern; the regulation is also set to 

cover any organisation that does business with or holds data on any European Citizen, explaining why the 

regulation has been dubbed the “Global Data Protection Regulation” by some. 

The primary objective in implementing the GDPR is to strengthen and update current data protection laws, 

many of which have not been updated in line with advances in technology in the last twenty years. The Data 

Protection Act in the UK, which the GDPR will look to update, was put into place in 1998. In addition, the 

regulation is set to put more focus on personal data and the needs and rights of individuals, entitling data 

subjects to compensation if they have been a victim of a breach. 

Key definitions included in the updated regulation are set out under Article 4. There are 26 definitions in 

total and while they set out to give clarity to the regulation, many have interpreted these in different ways 

leading to more ambiguity.

While this definition clearly sets out that personal data is ‘any’ data referring to the data subject, there is a 

lack of clarity as to whether this covers copies of data such as backup and archive data, something that is 

important from a technology perspective. 

WHAT DOES THE GDPR 
MEAN FOR BACKUP 
DATA?
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How does the GDPR define data?

Personal Data’ means any information relating to an identified or identifiable 
natural person (‘data subject’); an identifiable natural person is one who can be 
identified, directly or indirectly, in particular by reference to an identifier such 
as name, an identification number, location data, an online identifier or to one 
or more factors specific to the physical, physiological, genetic, mental, economic, 
cultural or social identity of that natural person.’



While the regulation cites the need for technology to be used to help ensure data protection, it does not 

give specific guidance on which technologies should be used, though methods such as encryption and 

pseudonymisation are recommended. Best practice for data protection outlines the need to take multiple 

copies of data, ensuring it can be recovered in the event of a loss or deletion. Meanwhile best practice 

for data management outlines the need to move data through its lifecycle, not keeping it for longer 

than necessary and mitigating risk where possible, something that archiving often assists with. These 

two processes, while not mentioned within the regulation, will be in place in many organisations, which 

gives rise to potential clashes of interest, especially when the right to erasure is brought into focus. Many 

organisations will consequently be wondering how they can retain robust data protection processes whilst 

ensuring their data management processes are compliant with the GDPR.

There are different methods that an organisation can use to securely backup their data and this may be the 

key to being able to comply with articles such as the right to erasure and securely protecting data. 

Backup and Archive data
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Backup’ can be defined as the process of taking a copy of data at a fixed point in 
time and storing it for a set time frame (retention) in an alternate location to its 
original source. 



Backup to removable media 

Backup to local appliance or server 

Backup to the cloud

Backing up data to removable media such as magnetic backup tapes, disk or even USB is a method that 

often requires manual intervention, particularly because the media itself must be taken from the primary 

storage site and stored elsewhere for disaster recovery purposes. This usually requires a member of staff 

to transport the media or for a third party to securely collect the media, it must then be stored which is likely 

to have an additional associated cost. 

Backing up data to a local appliance or server is likely to be more automated than using removable media, 

utilising a schedule to ensure backups run as desired. While this mitigates human error and reduces the 

chance of backup data becoming corrupted, data remains on the primary site. If backup data remains on the 

primary site there is still a risk that should something happen to the site, such as a natural disaster, the data 

would be lost. These methods of backup will also often require high levels of upfront capital investment. 

Cloud based backup utilises a remote platform and usually requires no additional hardware to run. Utilising 

a fully automated schedule, data is transferred via the internet and is completely off-site, protecting 

against local threats. While cloud-based backup approaches may suit many organisations, there can be 

an associated loss of control as data is no longer managed inhouse, however for those looking to fully 

outsource data management and backup this is ideal. With this method of backup, it is vital for compliance 

to ensure that the vendor or supplier is compliant with the GDPR and has taken measures to mitigate risk. 

Each method of backing up and securely storing data off-site brings different levels of risk that can be 

associated with data corruption, unauthorised access by a third party, loss or deletion – areas that must be 

assessed to ensure compliance with the regulation. 
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‘Archiving’ can be defined as the transfer of less frequently accessed data to 
cheaper storage mediums such as magnetic tape or a cloud platform.
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Much like backing up to tape (or removable media), archiving to tape requires an element of human 

intervention. While the archiving process may be automated, making use of policies to calculate which data 

should be archived, tapes will have to be changed and taken off-site manually. Despite their disadvantages, 

tapes have been in use for many years, are fairly reliable and relatively inexpensive. 

Archiving to a cloud platform will automate the process of off-siting archive data and remove the need for 

human intervention. For cloud archiving to be effective, data management policies must be implemented 

that archive data as it meets certain criteria such as age of data or last access date. 

One of the primary aims of the General Data Protection Regulation is to strengthen the protection that data 

subjects have and the rights they have relating to their data. Among several Articles laying out the rights of 

data subjects, Article 17 of the regulation outlines a data subjects Right to Erasure.

While there are grounds for not erasing data on a subject, these are based in the legal obligations for 

continuing to process data and a data controller (or processer) cannot refuse simply because they feel they 

should continue to hold and process the data.

From a technical perspective the right to erasure can present several issues. This right assumes that 

organisations hold data in a structured way that allows it to be easily searched, identified and then deleted, 

however this is often not the case. Organisations may have the tools to search and identify data, however if 

data is found in several sources then it can become immediately difficult to delete. This does not account for 

additional copies of data, such as copies that exist within backup or archive data sets for data management 

and protection purposes. 

Archiving to magnetic tape  

Archiving to the cloud

The data subject shall have the right to obtain from the controller the erasure 
of personal data concerning him or her without undue delay and the controller 
shall have the obligation to erase personal data without undue delay.’

WHY THE RIGHT TO
ERASURE IS IMPORTANT



Article 17 sets out the conditions for granting and refusing the right to erasure, however there is no clear 

guidance on what data sets should be included, leaving it open to interpretation. This also raises the 

question of whose responsibility it would be to ensure that data can be removed from backup and archive 

sets, the controller or the supplier of the backup or archiving technology? 

Redstor have consulted the Information Commissioner’s Office for clarity around several areas of the 

General Data Protection Regulation including the Right to erasure. Asking:

“If a data subject requests the right to be forgotten from our customer (the controller, we are the processor), 

what will actually have to be removed from the backup?”

The ICO’s response was:

“Art 17 of the GDPR sets out the context in which a request for erasure can be made. If the request is valid, 

the GDPR requires that the data controller ‘erase personal data without undue delay’. There is no provision 

in this article for partial erasure due to technical constraints. If a request for erasure under Art 17 is valid, it 

will be difficult to justify continuing to hold any version of the data which falls under the request.”

All data, regardless of source or location, is covered under the regulation and must be treated as such. The 

Right to Erasure must be complied with where a valid request has been made.

Is backup and archive data explicitly included in the 
right to erasure?

Securely managing and protecting data is critical to compliance with the GDPR and while keeping these 

processes in-house is likely to give an increased level of security and control, it would require a large 

amount of time and resource that many organisations may not have. Outsourcing some activity to external 

suppliers and vendors is likely to mitigate these issues, but to stay compliant, external parties must also 

be compliant. 
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There is no provision in this article [17] for the partial erasure due to  technical 
constraints.”

KEEPING DATA
MANAGEMENT AND
PROTECTION COMPLIANT



The monetary fines that can be enforced for non-compliance with the regulation have been well documented, 

and at €20,000,000 or 4% of global turnover, they are significant. However, it must be noted that these are 

the maximum fines that can be given for an extremely serious data breach. The Information Commissioner’s 

Office, under the 1998 Data Protection Act, has the power to give a fine of £500,000 for a serious data 

breach and has never done so. A fine may be handed out for a breach or for non-compliance, however the 

relevant supervisory authority will take into account a large number of factors in its decision and can still 

choose to implement an undertaking rather than giving a fine. 

Such an important, detailed and complicated regulation is not simply yes or no when it comes to compliance 

and given the rate at which data grows it would be near impossible for any organisation to be 100% 

compliant at all times. The regulation is policy driven and sets out guidance for how best to comply, reduce 

threats and improve visibility for data subjects. By being able to prove that policies and procedures are in 

place, a data controller is already working towards compliance. If a breach did occur, this would be looked 

upon favourably. 
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Article 28 lays out the conditions of a ‘Processor’ under the regulation where a processor is defined as ‘a 

natural or legal person, public authority, agency or other body which processes personal data on behalf of 

the controller’.

Throughout Article 28, there are references to Article 32 which sets out the conditions for ‘Security of 

Processing’, stressing the importance of reducing risk to data. Conditions for processing include the 

need for a contract to be in place between controller and processor and for the processor to be able to 

demonstrate compliance and to assist the controller in compliance.

Where processing is to be carried out on behalf of a controller, the controller shall 
use only processors providing sufficient guarantees to implement appropriate 
technical and organisational measures in such a manner that processing will 
meet the requirements of this Regulation and ensure the protection of the rights 
of the data subject.’

WORKING TOWARDS 
COMPLIANCE



A significant change in the GDPR from previous data protection legislation is that there is a new onus on the 

data controller to report a data breach as soon as they become aware it has taken place. The deadline for 

this is 72 hours. The breach notification must include as much information as is known, however this can 

be provided in stages rather than all at once. Information requested includes: 

•  The nature of the data breach 

•  The categories and approximate number of data subjects concerned 

•  The approximate number of personal data records concerned 

•  The name of the Data Protection Officer (DPO) or relevant contact 

•  A description of the likely consequences of the breach 

•  Measures that have been taken to address the breach 

The consequences of not reporting a breach within the 72-hour window is a fine of up to €10,000,000 or 2% 

of global revenue, in addition to any fine for the breach itself. 

Come May 25th, 2018, organisations will have to be ready for the General Data Protection Regulation, or 

be ready to face the consequences. For some organisations this may leave a large amount of work in 

advance of that date, but with the regulation requiring ongoing action the work won’t stop there. Policies 

and procedures must be implemented for successful protection and compliance, and organisations will 

also need to provision processes for if and when a beach occurs. To learn more about what actions you may 

need to implement in order to be compliant, sign up to Redstor and GDPR365’s email lessons here. 

Working with vendors and suppliers who understand the regulation and their responsibilities to be 

compliant and assist in compliance will be vital. With so much ambiguity in aspects of the regulation, data 

regulatory authorities, like the ICO, will play a large role in advising organisations on compliance; many 

expect to see some high-profile organisations facing penalties (and potentially fines) early on. Redstor 

have specialised in assisting organisations with data protection and management for almost two decades. 

Providing compliant services around the areas of Data Backup, Disaster Recovery and Archiving, find out 

more about how Redstor are preparing for the GDPR and how we assist with compliance here. 
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Reporting a breach

CONCLUSION



Processor

A natural or legal person, public authority, agency or other body which processes personal data on behalf 

of the controller.

Controller

The natural or legal person, public authority, agency or other body which, alone or jointly with others, 

determines the purpose and means of the processing of personal data; where the purpose and means of 

such processing are determined by Union or Member State law, the controller or the specific criteria for its 

nomination may be provided for by Union or Member State law.

Data subject

The individual who is the subject of personal data. 

Consent

Any freely given, specific, informed and unambiguous indication of the data subject’s wishes by which he or 

she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data 

relating to him or her.

Personal Data

Any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural 

person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as 

name, an identification number, location data, an online identifier or to one or more factors specific to the 

physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.

Personal Data Breach

A breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised 

disclosure of, or access to, personal data transmitted, stored or otherwise processed. 

Third Party

A natural or legal person, public authority, agency or body other than the data subject, controller, processor 

and persons who, under the direct authority of the controller or processor, are authorised to process 

personal data. 
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